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Section A 
 
The section has one question.  
The section is worth 10 marks. You must answer this question. 
 
Question A1 
Controls are being placed to secure the information assets in an organization.  Briefly 
describe management, operational and technical controls. Also explain as a part of a 
security framework of any organization where these controls would be applied.  
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Section B 
Answer any 5 of 7 questions.  
The section is worth 40 marks. 
Each question is worth 8 marks. In each question part A is worth 4 marks and 
Part B is worth 4 marks. 
 
Question B1 
A. What is Intellectual Property (IP)? Is it afforded the same protection in every 
county of the world? 
 




A. Why information security has been classified as a management problem? Why 
emphasis is given to management rather than technology? 
 
B. What are the various types of malware available in the Internet? How does a 
worm differ from a virus? 
 
Question B3 
A. A Describe the need for IDPSs on your organisation network.  
 




A. Explain the concept of steganography. How does it differ from Cryptography? 
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Question B5 
A. Explain how physical access control differs from logical access control. Explain 
their similarities also. 
 
B. Which fire prevention methods will be selected for CDU class rooms and labs?  
 
Question B6 
A. What special security precautions must be considered by an organization 
employing temporary and contract workers and how does it differs from the 
regular employees. 
 
B. What are the important factors that influence organizations decisions to hire 
information security professionals? 
 
Question B7 
A. What is a stateful inspection firewall? How is the state maintained during a 
network connection? What are the limitations of this firewall? 
 
B. In an organization who is responsible for the risk management? Explain any 
three (3) strategies if controlling risks  
 
